What Is Claimed Is : 

1. An access control system for preventing an unauthorized access to a network via a 
user computer connected to the network, the system comprising; 

a memory containing an IP address assigned to the user computer; and 
a microprocessor programmed to terminate a connection between the user computer and 
the network when an originating IP address of a data packet received from the user computer 
does not match the IP address assigned to the user computer that is contained in the memory. 

2. The access control system of claim 1, wherein the microprocessor is further 
programmed to delete the IP address of the user computer from the memory when the originating 
IP address of the data packet received from the user computer does not match the IP address 
assigned to the user computer that is contained in the memory. 

3. The access control system of claim 1, wherein the microprocessor is further 
programmed to update the IP address of the user computer contained in the memory. 

4. The access control system of claim 1 , wherein the memory is a part of the 
microprocessor. 
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5. An access control system for preventing an unauthorized access to a network via a 
user computer connected to the network through a host computer system, the system comprising; 

a memory containing an BP address assigned to the user computer; and 
a microprocessor programmed to terminate a connection between the user computer and 
the host computer system when an originating IP address of a data packet received from the user 
computer does not match the IP address assigned to the user computer that is contained in the 
memory, 

wherein the access control system is located between the user computer and the host 
computer system. 

6. The access control system of claim 5, wherein the microprocessor is further 
programmed to delete the EP address of the user computer from the memory when the originating 
EP address of the data packet received from the user computer does not match the IP address 
assigned to the user computer that is contained in the memory. 

7. The access control system of claim 5, wherein the microprocessor is further 
programmed to update the IP address of the user computer contained in the memory. 

8. The access control system of claim 5, wherein the memory is a part of the 
microprocessor. 
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9. A method for preventing an unauthorized access to a network via a user computer 
which is connected to the network and to an access control system, the method comprising: 

storing an IP address of the user computer in a memory of the access control system; 
receiving a data packet from the user computer; 

comparing an originating IP address of the data packet with the IP address of the user 
computer stored in the memory of the access control system; and 

denying the user computer an access to the network if the originating IP address of the 
data packet is different from the IP address of the user computer stored in the memory of the 
access control system. 

10. The method of claim 9, wherein the denying step includes terminating the 
connection between the user computer and the network. 

1 1 . The method of claim 9, further comprising updating the IP address of the user 
computer stored in the memory of the access control system. 

12. The method of claim 9, further comprising deleting the IP address of the user 
computer from the memory of the access control system if the originating IP address of the data 
packet is different from the IP address of the user computer stored in the memory of the access 
control system. 
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13. A method for preventing an unauthorized access to a network via a user computer 
connected to the network through a host computer system which is connected to an access 
control system, the method comprising: . 

storing an IP address of the user computer in a memory of the access control system; 
receiving a data packet from the user computer; 

comparing an originating EP address of the data packet with the IP address of the user 
computer stored in the memory of the access control system; and 

terminating a connection between the user computer and the host computer system if the 
originating EP address of the data packet is different from the IP address of the user computer 
stored in the memory of the access control system. 

14. The method of claim 13, further comprising deleting the EP address of the user 
computer from the memory of the access control system if the originating EP address of the data 
packet is different from the EP address of the user computer stored in the memory of the access 
control system. 

15. The method of claim 13, further comprising updating the IP address of the user 
computer stored in the memory of the access control system. 
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16. A secure network comprising: 

a host computer system connected to the secure network; 

an access control system connected to the host computer system and having a memory; 

and 

a user computer connected to the host computer system capable of accessing the secure 
network through the host computer system, 

wherein the memory of the access control system contains an TP address assigned to the 
user computer, and wherein the access control system is programmed to terminate a connection 
between the host computer system and the user computer when an originating IP address of a 
data packet sent from the user computer for transmission to a node in the secure network does 
not match the IP address of the user computer contained in the memory of the access control 
system. 

17. The secure network of claim 16, wherein the user computer and the host 
computer system are connected via a Public Switched Telephone Network. 

18. The secure network of claim 16, wherein the host computer system comprises an 
access server and a plurality of modems and wherein the access control system is located 
between the access server and the plurality of modems. 

19. The secure network of claim 16, wherein the host computer system and the user 
computer are connected via a local area network. 



\\\DC - 83115/2 - #1186725 vl 



21 



20. A secure network comprising: 

a user computer connected to the secure network; and 

an access control system connected to the user computer and having a memory, 
wherein the memory of the access control system contains an IP address assigned to the 
user computer, and wherein the access control system is programmed to deny the user computer 
an access to the secure network when an originating IP address of a data packet sent from the 
user computer for transmission to a node in the secure network does not match the IP address of 
the user computer contained in the memory of the access control system. 
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21. An access control system for preventing an unauthorized access to a network via a 
user computer connected to the network, the system comprising; 

a memory containing an IP address assigned to the user computer; and 
a comparator structure capable of terminating a connection between the user computer 
and the network when an originating EP address of a data packet received from the user computer 
does not match the IP address assigned to the user computer that is contained in the memory. 

22. The access control system of claim 21, wherein a comparator structure comprises 
a microprocessor. 

23. The access control system of claim 22, wherein the memory is a part of the 
microprocessor. 
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